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y ,  m e  fo o ls  o f  � o ' " " C e  is

Ķ  & . .  F fi. " b .   s iw d  to  e a  c h " " f .  .  C t i " " th o d

p o te n tia l t e a t s , b u t it is s im p ly  n o t p o s s ib le  to  a d e s s  a ll t e a t s  a t a ll tim e s .

o u t a tta c k s  a g a in s t u s .  W e  tm d e r s ta n d  th a t th e  g o v e r n m e n t  
c a n  d e v e lo p  v a r io u s  s tr a t e g ie s  æ a in s t

S o c ie ty  fa c e s  e m e r g in g  th r e a ts  a s  te r ro ń s ts  a n d  o th e r  c r im in a ls  s e e k  n e w  w a y s  o f  c a n y in g

In tr o d u c t io n

is fla w e d  a s  s a c r ific e s  h a v e  to  b e  m a d e  to  a c h ie v e  s e c u r ity  o b je c tiv e s .

c e n t r a ı I d e a - p riv a c y  is  a n  id e a  th a t is  u s e d  to  o p p o s e  government su r v e illa n c e  b u t th is  c o n c e p t

m o re  th a n  th e  a s s o c ia te d  ń s k s .

s p e c ilic  p u r p o s e - T o  p e rs u a d e  m y  a u d ie n c e  th a t th e  b e iıe fits  o f  government s u rv e illa n c e  a re

G e n e r a l P u  印  o s e - T o  p e rsu a d e

M e r its  o f  G o v e r n m e n t S u r v e illa n c e
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s u r v e illa n c e  n e e d s to  c o v e r  p e rs o n a l d e v ic e s .  It d o e s n o t n e c e s s a ń ıy  m e a n  th a t th e

a c c e s s p e rs o n a l d e v ic e s  a n d  c o n te n t .  5 1o h o g in  r e m in d s  u s  o f  th i s  a s  h e  e x p la in s  w h y

th a t m o n ito rin g  o f  c o m m iın ic a tio n  n e tw o r k s  m a y  re q u ir e  g o v e r n m e n t  a g e n c ie s  to

H o w e v e r , it is  im p o r ta n t to  u n d e r s ta n dle g a l f a m e w o r k s  d e fin e d  b y  th e  c o n s tih rt.  Io n

N P r î
sp y in g  o n  u s .  M o r e  c o u ld  b e  d o n e  to  e n s u r e  th a t s u r v e illa n c e  is  c o n d u c te d  w ith in  th e

a  g o v e r n m e n t  a n  in tr o d u c e  a n  in te llig e n c e  g a th e rin g  p r o g r a m  w ith  th e  s o le  a im  o f

c o m p o n e n ts  c a n  e x is t to g e th e r  a s c itiz e n s  c a n  b e  s a fe  a n d  s till h a v e  th e ir  r ig h ts

fo r  n a tio n a l s e c u ń ty  t o  a ls o  p ro t e c t  c iv il lib e n ie ĵ a c c o r d ilıg  t o  S lo b o g in .  ıh e s e  tw o

le  

\a w a y  
ū o m  a  đir e c t  c o m p a r is o n  o f  n a t io n a l s e c u r it y  a g a in s t  c iv il  lib e r tie s .  It is  p o s s ib

c o n u n u n ic a tio n  n e t w o r k s  w iu  b e  m o n it o r e d .  T h e  u g u m e n t  s h o u ld  th e r e f o r e  m o v e

u n d e r s ta n d  th a t fo r  th e  government to  c o lle c t e n o u g h  in fo rm a tio n  to  p ro te c t m

in te llig e n c e  g a th e rin g  ilia t ì s  n o t e a s ily  a v o i b le .  A c c o rd in g  
e  sh o u ıd

s u r v e illa n c e .  e  a r tic le  b y  L y o n .  M m ,  is  

W  lL L &

government a n  g a th e r in te iiig e n c e  to  p ro te c t its c itiz e n s  a re  th ro u g h  in te rr o g a tio n  a n d

fo c u s  is  a lm o s t e n tir e ly  
e  e f fe c tiv e  n J e th o d s  th r o u g h  w h ic h  th e

n o t o n  v io la tio n  o f  c o n s titu tio n a l rig h ts  a s  m o s t o f  u s  m ig h t c h o o s e  to  b e lie v e .  T h e
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ınf .  c(A c s  n d  ın f r ı  e o n

m o n ito rin g  c o m m u n ic a tio n  a n d  m o v e m e n ts .  T h e  a r tic le  b y  L y o n  s ta te s  th a t th e

s u r v e illa n c e  s h o u ld  c o n s id e r  w h y  it s h o u ld  m a tte r  to  th e m  th a t tlıe  government is

c o n n e c tio n s  to  te rr o r is t o rg a n iz a tio n s  o r  a n y  c r im e  in  g e n e r a l .  T h o s e  w h o  o p p o s e

A .  T h e  m n ill b e n e fi c ia r ie s  o f  government s u r v e illa n c e  p r o g ra m s  a r e  th o s e  o f  u s  w ith  n o

to  o p p o s e  g o v e r n m e n t s u r v e ilıa n c e  p r o g r a m s  th a t a im  to  p r o te c t its  c itiz e n s .

M a in  p o in t  2  I f  a  p e r s o n  is  in n o c e n t  a n d  h a s  n o t h ın g  to  h id e , t lıe r e  s h o u ıd  n o t  b e  a  r e a s o n

p e o p le su p p o rt g o v e m m e n t s u r v e iıla n c e  ifJinn o  c  e  n t ,  s u r v e illa 1ıc e s h o u ıd n o t n ıa tte r .

T h e  fa c t 吐 ıa  a ry  fo c u s is o n  s a fe ty  a n d  n o t s p y in g  le a d s  to  a n o tlıe r  r e a s o n  w h y

w o rk e d  in  e a r lie r  d e c a d e s .

v e m m e n t to  u s e  s tr a te g ie s  th a t  m a y  h a v e

p o in t is  w h e th e r  y o »ļ _ = , $§%
th r e a ts  b e fo r e  黌 \  o 】 le  n l m c  v ic tim s .  T h e  q u e a ń o n

. -
'

H
ra d ic a liz e d  in d iv id u a ls  a r e  in c re a s in g ly  d e p e n d e n t o n  tlıe  i n t e r n e t  a n d  m o b ile

e m e rg in g  te rr o r  th r e a ts .  p o te n tia l te rro rists  a re  b e in g  r e c r u ite d  o n lin e  a n d  s e ıÊ

c itiz e ııs  e x p o s e d  to  m a jo r  t e a t s .  T h is  is  p a rtic u la r ly  th e  c a s e  w h e n  c o n s id e rin g

th a t a d o p ts a n  id e a listic  a p p r o a c h  to  th e  th re a ts  o f  th e  m o d e m  w o rld  w ill le a v e  its

a n d  th e n  d e v e lo p  su r v e illa n c e  p r o g ra m s  in te n d e d  fo r  s p e c ific  ta r g e ts .  A  government

th a t m  a n  id e a l w o rld ,  th e  g o v e r n m e n t  
w o u ld  d e te c t a n d  id e n tify  p o te n t ia ı o f fe n d e r s

C .  It is im p o r ta n t to  u n d e rs ta n d  th a t  w e  d o  n o t liv e  in  a n  id e a lis tic  w o rld .  L y o n  s u g g e s ts

n e tw o rk s .

g o v e n ım e n t h a s  n e g a tiv e  in te n tio n s w h e n  it s e e k s  a c c e s s  to  o u r
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in fo rm a tio n  w e  h a v e  o n lin e  a llo w s  m a n y  c o m p a n ie s  to  m o n ito r  o u r  a c tiv itie s  j

a c c e s s ib le  b y  th e ir  p e r s o n n e l .  S tó y c h e f f e x p la in s  th a t th e  a m o u n t o f p e r s o n a l

a n d  o th e r  w e b s ite s .  T h e  s e r v ic e  p r o v id e r s  w e  u s e  a ls o  h a v e  o u r  d e ta i ls  e a s ily

o n ly  g u ilty  p a r ty .  In  th is  e ra  o f  te c h n o lo g y , w e  s ig n  in  to  n u n a e r o u s  s o c ia l n e tw o r k s

p e r s o n a l c o m m u n ic a tio n  n e t w o r k s , y o u  s h o u ld  tu ld e r s ta n d  th a t g o v e r n m e n t  is  n o t th e

H .  F o r  th o s e  w h o  s tr o n g ly  o p p o s e  g o v e r n m e n t  s u r v e illa n c e  b e c a u s e  it in v o lv e s  a c c e s s  to

fa il to  d e te c t p la n n e d  c r im e s  b e c a u s e  th e y  w a n te d  to  s s rir e  th e  p u b lic  o f  p r iv a c y .

p e r s o n a l a n d  p o te n tia lly  e m b a r r a s s in g  in  o u r  c o m m iın ic a tio n  n e tw o r k s , t h a n  f o r  i t  t o

in c r e a s e d  s a fe ty .  L y o n  s ta te s  th a t it is  b e tte r  f o r  th e  g o v e r n m e n t  to  a c c e s s  s o m e th in g

y o u  w o u ld  c h o o s e  th e  fir s t o p tio n .  T h is  s h o w s  h o w  p riv a c y  is  a  n e c e s s a ry  tr a d e -

o fF fo r

lo w e r  p r iv a c y  o r  im p r o v e d  p riv a c y  a n d  lo w e r  s a f e ty , a n  o v e r w h e l m i n
g  

m a jo r ity  o f

p r iv a c y  h a r m s  a n y o n e  e ls e .  If I w a s  to  a s k  y o u  to  c h o o s e  b e tw e e n  im p r o v e d  s a f e ty  a n d

o th e r  p e r s o n  in  th e  g r e a te r  c o m m u n ity .  W e  s h o u ld  c o n s id e r  w h e th e r  lo s in g  p a r t o f  o u r

S in c e  g o v e r n m e n t  s u r v e illa n c e  is  a  fe a tu r e  th a t e x is ts  in  m u ltip le  a r e a s  o f  m o d e m  s o c ie ty ,

tra c k  o f  o u r  a c tiv itie s  b u t fin d  it d if fic u lt to  u n d e r s ta n d  w h y  th e  g o v e r n m e n t  d o e s s im ila r ?

ıs  it r e a s o n a b le  to  a c c e p t th a t e m p lo y e r s , t a x  r e g u la to r s  a n d  m o b ile  s e r v ic e  p r o v id e rs k e e p

government su r v e illa n c e  is  a  n e c e s s ity  fo r  o p tim a l w e lfa re  o f  th e  s o c ie ty .

h is to rie s  a n d  ta x  r e c o r d s , a c c o r d in g  to  S lo b o g in .  T h e  le s s o n  Ĥ o m  th is

government d e te c ts  a n d  a p p re h e n d s  th e s e  in d iv id u a ls  th r o u g h  m o n ito r i

e n t d e te c ts  a n d  a p p re h e n d s  th e s e  in d iv id u a ls  th r o u g h  m o n ito rin g

e m m
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c itiz e n s  is  p a p e r  g u e s in  fa v o r  o f  g o v e r n m e n t  su r v e illa n c e  u s in g  th r e e  p o in ts .  T h e  firs t is

v io la tio n  o f  p riv a c y  a s  th e  m a in  re a s o n  w h y  g o v e r n m e n t  s h o u ld  n o t b e  a 1ıo w e d  to  m o n ito r its

P r o g ra m s  u s e  is  th e  im p r o v e m e n t o f  s a fe ty  w h ile  o p p o n e n ts  o f  g o v e r n m e n t  p o in t to  p o te n tia l

efctive to o l to  u s e  a g a in s t p o te n tia l th re a ts .  T h e  m a in  a r g u m e n t th a t su p p o r te r s  o f  s u r v e illa n c e

GOVernment su r v e illa n c e  is  n o w  a  s tr a te g y  th a t th e  fe d e r a l g o v e r n m e n t  u s e s  a s  a n

c o n  ıu s in n

g o v e r n m e n t  to  a c h ie v e  its  s e c u rity  o b je c tiv e s  a n d  d o e s  n o t r e a d ly  a f fe c t m o s t p e o p le .

g o v e n 】m e n t s u rv e illa n c e .  T his  h ig h lig h ts th e  n e e d  fo r  s u r v e ilıa n c e  a s  it a llo w s  th e

tlıe  s e c u ń ty  w e  s e e k .  F o r  m o s t o f  u s
, w e  a r e  n o t  afcted o n  a  d a ily  b a s is  b y

d id  n o t c o n d u c t s u r v e illa n c e  p r o g ra m s
, it w o u ld  b e  v e ry  d if fic u lt to  p ro v id e  u s  w ith

c o n d u c t s u r v e illa n c e  r e g u 】a rıy  a s  th r e a ts  e m e r g e  o n  a  d a ily  b a s is .  If th e  g o v e r n m e n t

c o u n t ry  s a fe r  a n d  to  p r o te c t u s  fr o m  h a r m .  M a d d e n  a n d  R a in ie  s ta te  th a t th e  a g m c ie s

c o m m lm ic a tio n  is  b e in g  m o n ito re d .  T h e  p u rp o s e  o f  th e s e  a g e n c ie s  is  to  m a k e  th e

S lo b o s in  a s  h e  e x p la in s  h o w  r a r e  it is  fo r  a  p e rs o n  to  n o tic e  w h e n  th e ir  p e r s o n a l

th a t th e ir  p ń v a c y  w a s  c o m p r o m is e d  to  a n  u n r e a s o n a b le  e x te n t .  T h is p o in t is  a r g u e d  b y

P e r s o n a l c o m m u n ic a tio n  n e tw o rk s o r  n o t n o  p e r s o n  c a n  e v e r  b e  s u r e  o n  a  g iv e n  d a y

government m o n ito r  w h a t g o e s  o n  in  th e  c o u n try ?  T h e s e  a g e n c ie s  m a y  m o n ito r  y o u r

th e  N S A
, D H S o r F B I a m o n g  o th e r  s e c u rity  a g e n c ie s d id  n o t e x is t, h o w  w o u ld  th e

C .  P r iv a c y  is  a  f a c to r  th a t p e o p le  s h o u ld  b e  r e a d y  to  s a c r ific e  fo r  im p r o v e d  s e c u r ity .  If

s u r v e illa n c e  w a s  to  s to p , p e o p le  w o u ld  h a v e  th e  p riv a c y  th e y  d e s ire .

te c h n o lo g y  u s a g e .  T h is is  a  c o u n te ra r B u m e n t a g a in s t th e  id e a  th a t if  
g o v e r n m e n t

r k s , o u r  P ń v a c y  is  n e v e r  
g u a r a ııte e d  in  th is  e ra  o f  h e a y y
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a m e n d m e n t .  U n iv e rs ity  o f  C h ic a g o  P r e s s , 
2 0 0 8 .

3 .  5 1o b o g in , c h r i s t o
p

h e r .  p r iv a c y  a t r is k  T h e  n e w  g o v e r n m e n t s u r v e illa n c e  a n d  lh e T o u r th

P e w  R e s e a rc h  C e n te r ,  2 0 15 .

2 .  M a d d e n , M a r y ,  a n d  L e e  R a in ie .  A m e r ic a n s
'

a t t i t u d e s  a b o u t p r iv a c } ,  s e c u r iQ  a n d  s u r v e illa n c e .

S u r v e illa n c e  &  S o c ie iy  ı3 .  2 (2 0 15 ) : 1 3 9 .

1 .  L yo n
, 

D a v i d .  T h e  S n o w d e n  s ta k e s  : c h a llm g e s  f o r  u n d e r s ta n d in g  s u r v e illa n c e  to d a y .

e f fe c tiv e  m e th o d  o f  p re v e n tin g  a n
d  re s p o n d n g  to  d e te c te d  th r e a ts .

ta sk  o f  k e e p in g  th
e m  s a fe  a n d  in  th is  m o d e m  y  o

f  te c h n o lo g ic a l u s e , s u r v e illa n c e  is th e  m o s t

c a ll fo r  government s u rv e illa n c e  to  b e  a llo w e d  to  c o n tin u e .  C itiz e n s  g iv e  th e ir  government th e

F o r g u a r a n te e s o f  s a fe ty , p e o p le  h a v e  to  s a c ń fic e  so m e  p r iv a c y .  T h e s e  p o in ts  su p p o r t th e

n o t a  p e r fe c t e n v iro n m e n t w h e re  p e o p le  m e  n o t r e q u ir e d  to  m a k e  s a c rific e s  to  g c t w h a t th e y

th e  g o v e n u n e n t id e n tif ie s  th r e a ts .  T h e  th ird  p o in t is th a t th e  w o rld  is n o t a n  id e a listic  p ıa c e , it is
concerned w ith  snrveillance pro g r a m s a s  in n o c e n t p e o p le  d o  n o t n e e d  to  b e  c o n c e r n e d  a b o u t h o w◆ to  b e  c o n c e r n e d  a b o u t h o w


